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Introduction

Our society has concepts of privacy and authentication for non electronic services and facilities. These concepts have been written into laws and constitutions all over the world. Business, Governments, and individuals are increasing using online computer networks for their transactions, such as purchase of goods and transmission of data. The primary form of individual authentication in these new electronic infrastructures is the digital signature. This paper discusses some privacy dangers that are present in the creation and management of these digital authentication systems.

Personal Concerns

Individuals perceive privacy as an essential and fundamental right. Personal privacy plays an important role in our social lives. So what really is our ideal of privacy and what do we fear? Many people wrongly regard privacy as just a concern for those whom are suspected of unlawful activity. When an individual is concerned about their privacy they are generally referring to ‘a freedom from undesirable intrusions’ and the maintenance of ‘a personal space’.

The concept of privacy can be separated into four components[1]:

a) privacy of the individual’s body,

b) privacy of personal behaviour,

c) privacy of personal communications, and

d) privacy of information.

Privacy issues based on the individual person (also known as bodily privacy) are concerned with the integrity of the body. Basic human rights issues like compulsory medical sterilisation, immunisation, and DNA tests are described within this category. Sensitive matters, such as sexual preferences, religious conduct, and political activities are all aspects of personal behaviour (also known as media privacy). This paper does not encompass further discussions of these components.

Privacy of personal communications (or interception privacy) encompasses the needs of individuals to communicate information among themselves with assurances that monitoring is not occurring. Information (or data) privacy covers the issues personal statistics or information that other individuals or organisations possess and control, such as information about what products an individual purchases.

In an ideal world, individuals would have complete control on all their privacy concerns, a way that at all times can determine for themselves: when personal information is revealed, how this information is revealed, what information is revealed, and to what extent can others utilise this information. To be realistic, only an omnipresent entity would be able to achieve this feat. A achievable solution is to put in place safeguards to reduce the leakage of personal information to a level that is comfortable to the individual while still providing for the needs of the community.

This paper looks at ways that digital authentication can provide a frame work where electronic communications and data is stored and/or transmitted in a encrypted format which provides protection against inquisitive or fraudulent access.

This paper doesn’t go into the legal aspects of privacy, many of which are addressed in universal human rights treaties. Electronic privacy issues are new and government legislators is still trying to catch up with the repercussions from the acceleration of technological. For the digital authentication system to be accepted by the community, laws must be in place to provide safeguards and assurance, which will provide an enforceable mechanism to sanction against fraudulent access to information by individuals and organisations.

Community Needs

The introduction of an electronic authentication system has numerous benefits to society. Public utilities and government provided services can cut costs by reducing administrative overheads. It also creates a framework for elimination of the multiple handling of cash and reduction of fraud.

The introduction of computer systems and networks also created digital fraud. Digital data is easy to duplicate. Documents or cash transactions in your name can be forged or altered. Digital authentication provides a mechanism to prove that the message did not originate from you in the altered form (if at all). You could even be negligent in not using digital signatures for official correspondence with others[2]. Whereas it is already considered negligent for electronic correspondence containing computer viruses[3].

What is Authentication?

Authentication is the proving of an identity. A tautology perhaps, but authentication is also the method of verifying the authenticity of an identity. To Orwellian minds, this proof of identity could also be viewed as the existence of that individual.

So how do we prove identity? Three models come to mind:

a) direct or personal association,

b) a web of trust, and

c) trust by authoritative means.

Direct association of identity has meaning to ourselves, which can not be reproduced in any formal schema – assumptions and contexts are hard to define. A web of trust is a neighbour type schema, no individual within the community knows everybody in the whole community, but other known individuals within the community can act as introducers to other individuals (which can also act as introducers). Authoritative schemas are created by government and other administrative bodies that are empowered to provide means of personal identification. Unlike the web of trust model, these authorised entities provide a hierarchal trust model. Both of these later schemes of identification are trust systems.

With either of these associated ‘trust’ schemes, the degree of confidence (or rigour) applied to establishing identities is most likely in proportion to the ‘value’ of the information, resource, or transaction.

What is Digital Authentication?

Digital authentication is starting to be an essential part of doing business electronically. Increasingly, traditional authentication systems are making greater use electronic automation.

So why the need for digital authentication? Perhaps one of the greater benefits of computing is the availability to reproduce an outcome from the same set of inputs repeatedly. Whereas people acting as authenticators will differ in their interpretation of establishing an identity as a group or over time. Having a computerised method of proving identity will reduce the likelihood of false acceptance or false rejection. It also increases the likelihood of fraud detection. This allows greater confidence in the acceptance of credentials.

The use of a digital signature can be likened to the use of hand-written signatures. Additional benefits are available with the usage of digital signatures: use of mathematical functions and cryptographic techniques allow confidentially, integrity, and non-repudiation (neither party can deny occurrence) of a resource access or transaction.

With any computerised information, digital signatures can be duplicated easily and must be protected. Anyone with access to a copy or the original can also claim that identity. Unlike some other forms of identification, your digital signature is most likely not to contain a recent photography of your self as an additional means of confidence, as with is the case of drivers licenses.

The world is a big place and contains a lot of people, it’s not possible to know everybody. A friend or associate is likely to introduce us to others that they know. Our introducer is also likely to give us some additional information about the new individuals, such as if they are trustworthy, how long they have known them, or where they live.

Digital certificates play the role of introducer in the digital environment. A digital certificate contains credentials about the new individual: a digital signature and some of the individual’s attributes, it also contains the digital signature of the introducer – possibly with a trust evaluation by the introducer of the individual.

Types of digital signatures

With the introduction of newer access information technologies and the growth of the network infrastructures around the globe, opportunities for use and abuse of information have increased. A new science called Cryptology (the science of secret communications) has been created to inhibit possible exploitation of sensitive data and communications. Cryptology is usually divided into two fields: Cryptography and Cryptanalysis.

Cryptography describes the methods used to provide secrecy and authenticity to transactions, whereas the methods used to forge and break codes is called Cryptanalysis. Cryptology uses complex mathematical algorithms (called codes or ciphers) to provide a means of converting information into a form meaningless and unintelligible to any ‘outsider’ and back to its original form.

The mathematics used makes cryptography appear complicated. Encryption simply consists of the following sequence:

a) the input message text (plaintext),

b) the use of an encryption algorithm (or code),

c) with a known key, gives

d) the resultant encrypted message (ciphertext).

Decryption consists of a similar sequence:

a) the input encrypted message (ciphertext),

b) the use of an encryption algorithm (or code),

c) with a known key, gives

d) the resultant message text (plaintext).

The key is a parameter of the algorithm, providing a reproducible entropy. Plaintext encrypted with the same encryption algorithm but with different keys will produce different ciphertext. The length of the key will increase the number of ciphertext permutations. Table A will give the reader an understanding of the key permutations available with greater key size, 

   TABLE A

	System
	Key Length
	Possible Keys
	Equivalent bits

	-
	1 digit
	10
	~ 3 bits

	-
	1 character
	126
	~ 7 bits

	Door Lockº
	4 pins
	104 = 10000
	~ 14 bits

	ATM or EFTPOS
	4 digits
	104 = 10000
	~ 14 bits

	Phone Banking
	6 digits
	106 = 100000
	~ 17 bits

	LAN Password*
	6 characters
	946 = 68.98 x1010
	~ 39 bits

	LAN Password**
	6 characters
	1266 = 4.00 x 1012
	~ 42 bits

	LAN Password**
	8 characters
	1268 = 6.35 x 1016
	~ 56 bits

	-
	64 bits
	264 = 1.83 x 1019
	-

	-
	112 bits
	2112 = 5.19 x 1033
	-

	-
	128 bits
	2128 = 340.28 x 1036
	-


   º Most door locks have four metal pins, each of which can be in one of ten positions.

   * Most passwords are created using only 94 characters: on a standard 101 or 104 keyboard, only
   47 keys and their shifted alternatives are displayable characters.

   ** If all 126 ASCII characters are used.
The encryption algorithm is the same at both ends. Shouldn’t the key also be the same at both ends?

Traditional cryptography dating back to Julius Caesar is based on the knowledge that the sender and receiver of a message know and use the same secret key. The sender uses the secret key to encrypt the message, and the receiver uses the same secret key to decrypt the message. This is known as Private Key or Symmetric Cryptography. Most of the problems with private key systems are with the distribution of the ‘secret’ keys.

Everybody you wish to communicate securely with must also have the secret key, which is only shared with one other person. This can create a large number of keys as the number of people in the secure communication system increases, as shown in Table B.

       TABLE B

	Number of People
	Number of Keys

	2
	1

	3
	3

	4
	6

	5
	10

	6
	15

	7
	21

	8
	28

	9
	36

	10
	45

	20
	190

	50
	1225

	100
	4950


Of course, a shared secret key can be used by all members of the secure communications system. Thus anyone with possession of the secret key can encrypt or decrypt messages within the communications system – this means anyone in the system can decrypt any message within the communications system not just messages for them.

The other major issue with private key cryptography systems is that you can only communicate securely with prior arrangement. Both parties must possess a shared secret before hand.

Some of the more popular private key algorithms are: the Data Encryption Standard (DES) (also known as the Data Encryption Algorithm) with 56 bit keys, Triple-DES with 168 bit keys, the International Data Encryption Algorithm (IDEA) with 128 bit keys, and CAST (named after it’s designers Carlisle Adams and Stafford Tavares) with 128 bit keys.

A newer cryptography system developed in the 1970’s, reduces the need to distribute private keys by generating two mathematically related keys. Called Public Key or Asymmetric Cryptography, each entity has two keys (also known as a key-pair). One is called a ‘secret’ key used to decrypt all encrypted messages. The other is known as the ‘public’ key, and this is given out to any entity wishing to communicate with the entity associated with the key-pair owner. Security is not compromised by giving out an entity’s public key and that is the cleverness of the whole system. It does not matter if an adversary gains access to an entity’s public key, because all that can done with it is to encrypt a message that only the entity will be able to decrypt.

Public key encryption consists of the following sequence:

a) the input message text (plaintext),

b) the use of an encryption algorithm (or code),

c) with the public key of the recipient, gives

d) the resultant encrypted message (ciphertext).

Decryption consists of a similar sequence:

a) the input encrypted message (ciphertext),

b) the use of an encryption algorithm (or code),

c) with the secret key of the recipient, gives

d) the resultant message text (plaintext).

Some of the more popular public key algorithms are: Diffie-Hellman (named after the designers Whitfield Diffie and Martin Hellman), RSA (named after the designers Ronald Rivest, Adi Shamir, and Len Adleman), and the Digital Signature Algorithm (DSA). The proprietary algorithm FORTEZZA developed by the US National Security Agency is also implemented widely.
So far we have covered secret, public and private keys. A fourth kind of key is also used. A one time only secret key is often used, called a session key, this value is randomly generated.

Remember Table A: a reference was included citing the number of possible keys that most door locks use. A burglar is not going to spend their time trying out all possible keys; they’ll break windows and doors to get in. The same also applies to the use of Cryptanalysis to break an encrypted message

Due to their mathematical nature, most encryption algorithms have been published allowing public discussion and analysis by experts. This doesn’t ensure that no flaws exist within the algorithm, just that one hasn’t been found. Companies with proprietary encryption algorithms, refuse to reveal details saying that their product would be less secure in such an event. Disassembly of the algorithm could be done by any purchaser of the product. For a security product to get wide and universal acceptance the algorithm used must be analysed by the wider community. Cryptanalysis is not just limited to breaking the encryption algorithm design, but also looks at errors in various working implementations and include attacks such as pattern analysis of captured text of the most common letters or syntactical structure based on the assumed language of the plaintext. Errors in design can result in the key is not truly being random for all bits, reducing the effective keys size (or key search space).

So goes key size matter? Public key encryption is several magnitudes slower that secret key encryption, in addition the key sizes are not equivalent in strength. A 80 bit private key is equivalent to a 1024 bit public key, and a 128 bit private key is equivalent to a 3000 bit public key[4]. Larger keys are effective but mostly likely to a waning increase in usefulness perhaps due to some currently unknown algorithm obstacle which limits the keys possible entropy bits or unmanageable due to storage space requirements.

Hash functions

We now have the mechanisms to provide confidentially to our secure connections, but we don’t have a method of providing message integrity or non-repudiation. The original sender or somebody else (whom acquires access to the original signing key) could alter the current message text with an alternate version.

Digital signatures enable the recipient of information to verify the authenticity of the information’s origin, and also verify that the information is intact. Digital signatures (also known as a message digest) use one way directional mathematical functions called hash functions. The output can not be reversed to provide the input source data.

Some of the more popular hash functions are: Message Digest Number 5 (MD5) with 128 bit resultant, and the Digital Hash Algorithm Number 1 (DHA-1) with 160 bit resultant.

Symmetric algorithms such as DES use Message Authentication Codes (MAC) which is generated by serially computing a modulo with the previous computed value until the entire message is processed. This process is known as block chaining mode.

The digital infrastructure

Doing business has always required a trust relationship among the parties. The growing use of electronic service systems that are being put into place to reduce costs and increase market access has decreased the possibility of building face to face trust relationships. Several electronic trust models have been created to provide an alternative trust infrastructure using digital certificates. These include the Public Key Infrastructure (PKI), the Simple Public Key Infrastructure (SPKI), and the Simple Distributed Secure Infrastructure (SDSI). An informal alternative is the Pretty Good Privacy (PGP) web of trust.

All of these trust models enable users (client to merchant or merchant to merchant) to securely and privately exchange messages. The median could be our private communication lines or over insecure public networks such as the Internet. These trust models provide a means of authenticating via digital certificates and providing a means of verification of an digital certificate. An introducer which also acts as an identity substantiation agency acts as intermediary. The remainder of this paper will look at issues with PKI and it’s implementation, with a brief review of PGP. SPKI and SDSI are standards that are still being developed, they are intending to reduce the overhead of the global PKI hierarchy.

The PKI provides for X.509 based digital certificates that can identify individuals, organisations, Internet web addresses, and even software developers. Also when necessary, provide a means to revoke digital certificates.

The International Telecommunications Union (ITU) X.509 certificate encoding format is a binding between a public key and an identity. The entities public key signed by a introducer is stored along with the public key of the introducer and validity period of both keys. If a party trusts the introducer, then they also trust any certificates that the introducer signs.

In the PKI the introducer is a Certificate Authority (CA) (or also known as an Issuing Authority). The trust model has a formal hieratical tree structure. At the topmost a Policy Approving Authority (PAA) which sets the overall guidelines. The Policy Certificate Authority (PCA) which establishes policies for all CAs within it’s domain (or branch). The CA which certifies an entities identification, and lastly the Registration Authority (RA) which gives surety of the entities credentials.



      FIGURE 1
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The PKI structure provider is require to supply a Certificate Practice Statement (CPS) which is made publicly available. A trusted third party stores a copy of all management private keys for release as a recovery service or authorised entities such as government agencies (key escrow).

CAs can have different trust evaluations of a entity certificate that it certifies as valid in the X.509 format. These trusts can be implemented as attributes to the certificate or as a completely different class of certificate under a different PAA. Differing standards exist to the amount of rigour that is used to prove identity to different PKI structures by an entity requesting a certificate. Hence the need for the CPS to meet the community or government requirements before it can gain an formal or informal authoritative status.

Each component of the PKI could be run by different organisations. For PKI to be successful it must become authoritative, either by government delegation or by market domination. Either way, privacy issues must be addressed by enforcing legal requirements otherwise a corruptible and untrustworthy system would result.

A PKI structure’s CPS gives an overview of practises used to ensure consumer trust. Government legal requirements should also detail safeguarding procedures such as:

a) staff access to key materials with physical and logical access controls– financial temptation will be great.

b) ensure that electronic data, storage media and computing systems utilised are recoverable – the system will need to continue to function if all or part of facility is destroyed.

c) system integrity is required – viruses, trojans in new code should be tested and evaluated on non-production environment and a formal change control process followed.

d) confidentiality of the requesting identity should be ensured – these records should only be accessed under appropriate circumstances.

e) key management, including timely maintenance of the CRL, and

f) ensure that the trusted third party or custodian also bides by the same rules.

The PGP trust model uses a web of trust approach. CAs do not exist in the normal sense as each entity acts as a CA (whom they are already certified by). Each individual is signed by other individuals, the signing is only a validation of the ownership of the key and not a measure of trust – that is left to each entity. Thus if you trust somebody you are more likely to trust other users whom that individual has signed. This model is perhaps more like our everyday interactions among our peers. PGP is aimed at personal interactions and this kind of trust doesn’t scale too well. A central CRL don’t exist in PGP; only an entity holding the private key can revoke it.

PGP uses the following encrypting sequence:

a) an input message text (plaintext),

b) creation a message signature (digest) with MD5 or SHA-1,

c) creation of a random session key,

d) the use of the either the IDEA, CAST or Triple DES encryption algorithm,

e) with the random session key to encrypt the message plus digest (ciphertext), then

f) uses the RSA or Diffie-Hellman encryption algorithm to encrypt the session key with the recipient’s public key, giving

g) the resultant bundled encrypted message (ciphertext + encrypted session key).

Key management

The easiest way to break encrypted text is to have the key. Security of keys is the most important factor with an form of digital signature. All security mechanisms are worthless if secret or private keys are not protected and a prefect duplicate is created and used in the wrong hands. Loss or theft of an electronic identity is greater than any other privacy issue within the any digital authentication system. It can interfere with our lives, as a trivial nuisance, or it can completely change everything. A trivial example would be the current credit card scams that exist and the likely financial loses that could occur. On the other end of the scale the granting of access to restricted resources (ie. bank account transfers, company forecasts) via an entity that has destructive and harmful intentions.

Well documented, easy to follow, and common sense procedures need to exist to manage digital signatures. Issues that benefit from formal guidelines are:

a) establishment guidelines (including how randomising is archived),

b) distribution policy (essential with shared secure keys and recovery via a trusted third party),

c) general protection of the key (is a password or passphase required to utilise it),

d) validity period (period to be used for and how long should it stored for possible recovery),

e) temporary suspension and revoking (along with formal channels to distribution this information), and

f) destruction (where no physical or electronic record of the key contents exists).

These guidelines should not only address staff integrity and confidentially, but also the possible integrity issues of the computing systems used. Concerns such as the usage and management of temporary storage areas, file system security, usage of shared memory or virtual memory, and time dependencies between systems.

The Internet and SSL

Electronic commerce over the Internet can take many forms unfortunately the bulk of implementations don’t provide any security – thankfully user education and media reports ensure that the bulk of the public use secure facilities. The most common secure mechanisms used are proprietary dedicated clients, Secure Sockets Layer (SSL) enabled Internet websites, and SSL enabled java applications and applets.

The SSL protocol is being used to deliver server and client authentication, data encryption, and message integrity. SSL enabled software uses standard public-key cryptography methods to check server or client digital certificates are valid and have been issued by a CA that it trusts. SSL server authentication allows a user to confirm a server's identity. SSL client authentication allows a server to confirm a user's identity.

These CAs trusts are usually pre-installed as part of the web server or browser distributions. Why do we trust these CAs? Having read parts of VeriSign’s CPS[5], I’m happy to continue to use them, but I don’t entirely trust them as they are effectively not liable for any problems of mistakes in the running of their PKI structure.

An encrypted SSL connection requires all information sent between a client and a server to be encrypted by the sending software and decrypted by the receiving software, thus providing a high degree of session privacy. Public-key encryption techniques are used to generate a session key between the server and the client, which will be different with every use. The use of digital hashing functions (also known as message authentication codes) within the SSL data connection ensures that data sent over an encrypted SSL connection is protected against tampering. This provides a method, which the client software can use to determine whether the data has been altered in transit.

SSL uses the following encrypting sequence:

a) an input message text (plaintext),

b) creation a message signature (digest) with MD5 or SHA-1,

c) creation of a random session key,

d) the use of the either of a RSA, Diffie-Hellman, or Fortezza encryption algorithms,

e) with the random session key to encrypt the message (ciphertext), then

f) uses the RSA or Diffie-Hellman encryption algorithm to encrypt the session key with the recipient’s public key, giving

g) the resultant bundled encrypted message (ciphertext + encrypted session key).

E-commerce Australian style

Currently the Australian Commonwealth government have started implementing a PKI infrastructure, using the policies that were created by Office of Government Online’s Gatekeeper Project[6].

One of the current initiatives is the creation of digital signatures to smooth the progress of electronic commerce and government electronic services within Australia[7]. Based on the newly implemented Australian Business Number (ABN), the ABN-DSC (Australian Business Number - Digital Signature Certificate)[8] will enable business to reduce overhead in communicating transactions with government – the main driver being electronic lodgement of tax and other returns via the Internet. Commonwealth agencies will be mandated in use this new infrastructure online transactions with business.

The implementation of ABN-DSC is being developed by the Commonwealth government with private industry providing the CA facilities and expertise via accredited Gatekeeper Project. The Gatekeeper Project provides accreditation of a CA based on 32 stated criteria. These include meeting Commonwealth standards on physical and logical security, technology evaluation, and procedural policies which outline administrative, and personnel vetting legal issues; and lastly privacy considerations. This accreditation function is currently only provided by Commonwealth agency representatives, and expanded to the private sector in the future. CA organisation can be either a government agency or a private company. These CA do not act as root authority like Versign, but are signed by a government controlled root key – this would in theory allow the government to revoke any previously accredited CA.

An interesting issue with the creation of the ABN-DSC infrastructure is that the digital signature is the equivalent of the companies ABN identity. The Commonwealth is assuring that key management standards are being enforced, but does the company issued with the digital signature known how to provide for it’s security?

The Australian Taxation Office (ATO) are hoping to issue over 2 million ABNs to businesses in Australia as part of the ‘new tax system’ which will be introduced beginning the year 2000 financial calendar. This unique number could replace the current Tax File Number (TFN) and in the future the Australian Company Number (ACN). It’s also flagged to replace other ‘potential’ identifiers. It looks like we have an ‘Australia Card’ for businesses!

Is this a privacy issue? Current Australian laws and the agencies that enforce them ensure that businesses in Australian conform to these laws by requiring disclosure various detailed information sets. What should be an issue is the greater centralisation of government and business records, along with greater information matching. The Gatekeeper requirements along with the current Commonwealth Privacy legislation[9] should ensure that the ABN-DSC does not become authoritarian surveillance system.

Conclusion

Digital authentication systems enable individuals and organisations to have confidence in electronic transfer of privacy related information, by providing a trust infrastructure that enables confidentially, integrity, and non-repudiation of communications. The authentication structure must ensure that procedures are in place to control access to critical components of the system. Government must create and enforce laws to protect the public and build public confidence. The general populous should be made aware of their responsibilities in the management of their key material.

The PKI digital infrastructure is capable of providing the biggest and most trustworthy authentication mechanism that is currently used in our society.
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